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ABSTRACT

For a prime integer p ≥ 7, one can construct various families of permutations of degree

p − 1. We use tools from group theory and number theory, together with experimental

results, to study these families of permutations. In this thesis, we investigate whether an

unknown exponent can be recovered from an output of a permutation called τp when a for-

mula for computing τp is known. Our approach explores whether precomposing a suitable

composition of permutations with τp can help recover the exponent. We prove that two

particular permutations on {1, . . . , p − 1} generate the symmetric group Sp−1. This result

may help us in identifying a particular composition of permutations that aids in recover-

ing the desired exponent. We also propose an authentication protocol based on a specific

family of permutations, derive an upper bound on the maximum number of fixed points,

and prove that the ratio of this upper bound to p − 1 tends to 0 as p → ∞. Consequently,

the probability that an adversary succeeds by choosing an exponent uniformly at random

tends to 0. Our computational results further indicate that the observed fixed-point counts

are substantially smaller than the theoretical upper bound.
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CHAPTER 1

INTRODUCTION

The Discrete Logarithm Problem (DLP) (see Chapter 2) is one of the challenging problems

related to primitive roots modulo a prime integer p.

For a prime p, we let

X := {1, 2, . . . , p− 1}

and we call elements of X exponents.

We denote by τp the following permutation of degree p− 1:

τp(x) := y,

where y is the unique integer in X satisfying the congruence

y ≡ gxp (mod p), (1.1)

and gp is the smallest primitive root modulo p.

It is clear that, when p, gp, and y are known, solving the equation y = τp(x) for x is

equivalent to solving the DLP for the multiplicative group (Z/pZ)×. We call τp the key

Diffie-Hellman (DH) permutation.
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By Theorem 3.2, for any prime p ≥ 7, the permutations µ2 and ρ := (1, 2, . . . , p − 1)

generate the symmetric group Sp−1. Here

µ2(x) := y ∈ {1, 2, . . . , p− 1},

where y satisfies the congruence

y ≡ 2x (mod p).

We construct a family of permutations of degree p−1 by precomposing and postcomposing

the key Diffie-Hellman permutation τp with permutations in the group generated by µ2 and

ρ. We call this family of permutations the Diffie-Hellman (DH) permutations [3].

Thanks to Theorem 3.2 we know that there exist permutations h ∈ ⟨µ2, ρ⟩ such that the

equation

h ◦ τp(x) = x

is satisfied for a relatively large number of exponents x.

In this thesis, we present evidence from computational experiments that the pairs (j, k)

for which the permutation

ρj ◦ µ2 ◦ ρk ◦ τp
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has the greatest number of fixed points satisfying the congruence

j + 2k ≡ c (mod p− 1)

for some c ∈ Z/(p− 1)Z.

The authentication protocol proposed in this thesis is based on the family of DH per-

mutations

{ρc ◦ τp | 0 ≤ c ≤ p− 2}.

We will see that the presence of fixed points in the permutations ρc ◦ τp is a potential

vulnerability in the proposed authentication protocol. We derive an upper bound on the

maximum number of fixed points in the permutations ρc ◦ τp, 1 ≤ c ≤ p − 2, and prove

that the ratio of this upper bound to p− 1 tends to 0 as p → ∞. The proof of this result is

independent of the choice of the primitive root b modulo p. Therefore, we may replace the

primitive root gp in the definition of τp with any primitive root b modulo p.

We present computational results that indicate that the observed fixed-point counts are

substantially smaller than the theoretical upper bound.

The tools that we use in this thesis are from group theory and number theory. We also

use computational experiments to support our results. The computations were performed

using SageMath.
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1.1 Notational Conventions

For a finite set X , we let #X be the size of X . We denote by SX the group of bijections

from X to itself. For instance, if d is a positive integer, then Sd := S{1,2,...,d} is the symmet-

ric group on d elements. Let G be a group and g be an element of G, we denote by ord(g)

to be the order of g in G.

We denote by nfp the function returning the number of fixed points of a given permu-

tation. For example, consider a permutation of {1, 2, . . . , 13},

π = (2, 3, . . . , 11, 12),

then

nfp(π) = 2.

For a positive integer n and a, we denote by rem(a, n) the non-negative remainder of a

when divided by n. Further, we reserve the notation rem(a, n) for the modified remainder

of a when divided by n, which is defined as follows:

rem(a, n) =


rem(a, n), if n ∤ a,

n, if n | a.

(1.2)
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Throughout this thesis, we shall denote by ā the equivalence class of a in Z/nZ when

the modulus n is clear from the context. We also use Greek letters for residue classes and

Latin letters for integers.

For an integer n > 1 and an integer a coprime to n, we denote by ordn(a) the order

of the equivalance class ā in the multiplicative group (Z/nZ)×. For example, let b be a

primitive root modulo p for a prime p, then ordp(b) = p− 1.

We also denote by ϕ the Euler’s phi function, which is defined as follows:

ϕ(n) = #{a ∈ Z : 1 ≤ a ≤ n, gcd(a, n) = 1}.

For a commutative ring R with identity, we denote by Aff(R) the semi-direct product

of R⋊ R×, where R× is the multiplicative group of units in R and R is the additive group

of R. Elements in Aff(R) are of the form (c, u), where c ∈ R and u ∈ R× and they act on

R as follows:

(c, u) · x = u · x+ c,

for all x ∈ R. For two pairs (c1, u1), (c2, u2) ∈ Aff(R), we have

(c1, u1) · (c2, u2) = (c1 + u1c2, u1u2).
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It is clear that the group Aff(R) is isomorphic to the subgroup of GL2(R) consiting of

matrices of the form u c

0 1

 ,

where c ∈ R and u ∈ R×.
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CHAPTER 2

THE DISCRETE LOG PROBLEM

In this section, we introduce the discrete logarithm problem (DLP), which motivates our

study of cycle structures and fixed points of the permutations discussed in this thesis.

The DLP is not uniformly difficult: there are natural families of instances that can be

solved efficiently. A basic example arises in the additive cyclic group

G = Z/nZ.

An element of G is a residue class modulo n, which we may represent by its least nonneg-

ative residue.

In the additive setting, the DLP is the following. Given G = Z/nZ, let b be a positive

integer so that b̄ is a generator of G, and let y be an integer, determine an integer x such

that

x b ≡ y (mod n),

where x b denotes repeated addition of b to itself. In Z/nZ, the element b̄ is a generator if

and only if gcd(b, n) = 1. When gcd(b, n) = 1, the multiplicative inverse b−1 exists, and

the solution is immediate:

x̄ = b−1y.
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Moreover, b−1 can be computed quickly using the extended Euclidean algorithm. For exam-

ple, take G = Z/(109+7)Z, b = 5, and y = 23. Since 5−1 ≡ (4×108+3) (mod 109+7),

we obtain

x ≡ (4× 108 + 3) · 23 ≡ (2× 108 + 6) (mod 109 + 7),

so the discrete logarithm of 23 to the base 5 in G is x = (2× 108 + 6).

Let G be a cyclic group written multiplicatively. Given a generator b ∈ G and an

element y ∈ G, the (multiplicative) discrete logarithm problem (DLP) is to compute an

integer x such that

bx = y.

As a concrete example, consider the cyclic group of order 109 + 6, namely the multi-

plicative group

(Z/(109 + 7)Z)×.

Using SageMath, one verifies that 5 is a primitive root modulo (109+7). We then consider

the congruence

5x ≡ 23 (mod (109 + 7)).
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Solving this congruence by brute force on a MacBook Pro equipped with an Apple M1 Pro

chip and 16 GB of RAM required approximately 14.15 minutes of computation. Unlike

the additive case, this computation is not immediate. Moreover, we expect that solving the

discrete logarithm problem for primes with significantly more digits would require days or

longer using brute-force methods. In practice, cryptographic applications typically employ

primes with at least 100 digits, rendering such approaches entirely infeasible.

This example highlights an important distinction: although all cyclic groups of a given

order are isomorphic as abstract groups (for instance, Z/(p − 1)Z ∼= (Z/pZ)× for prime

p), their computational behavior can differ dramatically depending on how the group is

presented. Consequently, while cyclic groups may be algebraically identical, their suit-

ability for cryptographic applications depends crucially on the computational difficulty of

problems such as the discrete logarithm problem.

Note that the DLP is not always difficult, as we can see shortly, some algorithms can

break the DLP into computable pieces.

2.1 The Diffie–Hellman Key Exchange Protocol

Imagine Alice and Bob wish to share a secret key for use in a symmetric cipher, but their

only means of communication is over an insecure public channel. Every message they

exchange can be observed by an eavesdropper, traditionally called Eve. Under these cir-

cumstances, how can Alice and Bob establish a shared secret? The Diffie–Hellman key

exchange protocol provides a solution to this problem.
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Let p be a large prime (in practice, we are interested in primes that have at least 100

digits) and let b be a primitive root modulo p. Alice and Bob publicly agree on the pair

(p, b), for instance by posting it on a public website. Alice then chooses a secret exponent

1 < xA < p − 1, and Bob chooses a secret exponent 1 < xB < p − 1. The pair (xA, xB)

constitutes the private part of the key and is never revealed over the public channel.

Alice computes

A ≡ bxA (mod p),

while Bob computes

B ≡ bxB (mod p).

Alice sends A to Bob, and Bob sends B to Alice. Although Eve can observe the values

of A and B, she does not know the secret exponents xA and xB.

Using the received value, Alice computes

A′ ≡ BxA ≡ (bxB)xA (mod p),

and Bob computes

B′ ≡ AxB ≡ (bxA)xB (mod p).

Since A′ ≡ B′ (mod p), Alice and Bob obtain the same value, which serves as their

shared secret key.
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If Eve attempts to recover this secret key, she must determine either xA from

y ≡ bxA (mod p)

or xB from

y′ ≡ bxB (mod p).

Both problems are instances of the discrete logarithm problem (DLP), which is believed

to be computationally infeasible for sufficiently large primes p. Consequently, the security

of the Diffie–Hellman key exchange protocol relies on the assumed hardness of the discrete

logarithm problem.

2.2 Reducing The Discrete Logarithm Problem

We begin by introducing a straightforward method for reducing the DLP in a cyclic group

G to instances of the DLP in its subgroups. Before doing so, however, we first establish

several assumptions that clarify what we mean by an efficient computation in this context.

We assume that multiplication and inversion of elements in G can be performed ef-

ficiently. In some settings, however, determining whether two group elements are equal

is not immediately obvious. For example, consider the class group of a quadratic order

Cl(∆), whose elements may be represented by binary quadratic forms in

f(x, y) = ax2 + bxy + cy2, where a, b, c ∈ Z

11



with discriminant ∆ = b2 − 4ac.

Two such forms f and g are considered to represent the same element in the (proper)

class group if there exists a matrix

γ =

p q

r s

 ∈ SL2(Z)

such that

g(x, y) = f(px+ qy, rx+ sy).

Consequently, two forms with different coefficients may nonetheless correspond to the

same group element. Equality testing in such groups therefore requires additional compu-

tation, typically involving reduction to a canonical representative.

For the purposes of our analysis, we shall assume that the cost of determining whether

two elements of G are equal is of the same order of magnitude as performing a group

operation. Finally, we also assume that group elements admit representations that allow

them to be compared and sorted.

Now let G be a cyclic group of order n, let g be a generator of G, and let t ∈ G. Thus,

G = ⟨g⟩. We are interested in finding an integer x, determined modulo n, such that

gx = t.
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Suppose that n admits a factorization n = ab with gcd(a, b) = 1. Then the subgroup ⟨ga⟩

has order b, while the subgroup ⟨gb⟩ has order a. We are interested in solving the following

system of equations:

(ga)ha = ta, (gb)hb = tb.

The powers ga, ta, gb, and tb can be computed efficiently via binary exponentiation. Let us

provide an example of computing

xm,

where x ∈ G and m is a positive integer, using binary exponentiation.

Let x ∈ G and let m be a positive integer. Write the binary expansion of m as

m =
t∑

i=0

ϵi2
i, ϵi ∈ {0, 1}, t := ⌊log2m⌋ .

Beginning with x, we successively square to get

x, x2, x4, . . . , x2t .

We then multiply only those powers for which ϵi = 1. Hence,

xm =
∏

0≤i≤t
ϵi=1

x2i .

13



This procedure requires at most ⌊log2m⌋ squarings and at most ⌊log2m⌋ additional

group operations. Thus, it takes approximately O(logm) group operations to compute xm.

Therefore, computing the values of

ga, ta, gb, and tb

takes roughly

O(2 log a+ 2 log b) = O(log ab) = O(log n)

group operations.

After computing these powers and solving the two discrete logarithm problems above,

we combine the resulting exponents using Bézout’s theorem. Since gcd(a, b) = 1, there

exist integers s and u such that

sa+ ub = 1.

It follows that

t = tsa+ub = (ta)s(tb)u = gahasgbhbu = gahas+bhbu,

and therefore the solution to the DL of t is given by ahas+ bhbu.

14



For the next reduction, we consider the case in which the order of G is a prime power

pe, where e > 1. In fact, the argument presented below does not rely on the primality of p;

however, we may assume that p is prime without loss of generality due to the first reduction,

since any positive integer can be factored into prime powers. We will see that this reduction

reduces the discrete logarithm problem in G to a sequence of discrete logarithm problems

in a cyclic subgroup of order p.

Consider a group G of order pe, where e > 1, and suppose we wish to solve the equation

gx = y. (2.1)

If x denotes the least nonnegative integer satisfying (2.1), then x admits a base-p expansion

x = b0 + b1p+ · · ·+ be−1p
e−1,

where each digit bi ∈ {0, 1, . . . , p− 1}. Our goal is to determine the coefficients bi, which

allows us to reduce the original discrete logarithm problem to a sequence of problems in

smaller groups, potentially making the computation more tractable.

We begin by raising both sides of (2.1) to the power pe−1:

yp
e−1

= (gx)p
e−1

= gb0p
e−1+b1pe+···+be−1p2(e−1)

.

15



Since |G| = pe, all terms involving powers of pe vanish, and we obtain

yp
e−1

= gb0p
e−1

=
(
gp

e−1)b0 .
Thus, determining b0 reduces to solving a DLP in the cyclic subgroup generated by gp

e−1 .

Now suppose that we have already computed b0, b1, . . . , bi−1. To determine bi, define

yi = yg−b0−b1p−···−bi−1p
i−1

.

Substituting y = gx, we obtain

yi = gx−(b0+b1p+···+bi−1p
i−1) = gbip

i+···+be−1pe−1

.

Raising yi to the power pe−i−1 yields

(yi)
pe−i−1

= gbip
e−1+···+be−1p2(e−1)−i

= gbip
e−1

= (gp
e−1

)bi ,

again using the fact that |G| = pe. Consequently, (yi)p
e−i−1 lies in the cyclic subgroup

generated by gp
e−1 , and solving the resulting discrete logarithm problem recovers the coef-

ficient bi.

Let us provide a numerical illustration of the reduction methods described above.

Example. We consider the congruence

5x ≡ 23 (mod 97).
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Note that the order of the multiplicative group (Z/97Z)× is 96. Since

96 = 3 · 32,

we may reduce the DLP to subgroups of order 3 and 32. Thus, the original problem reduces

to solving the two congruences

(53)x1 ≡ 42, (532)x2 ≡ 61 (mod 97),

where 42 ≡ 233 (mod 97) and 61 ≡ 2332 (mod 97).

For b1, Our goal is to determine x1 and x2. We first consider x1. Since 53 generates a

subgroup of order 32 = 25, we apply the prime-power reduction described above. Writing

x1 = b0 + 2b1 + 4b2 + 8b3 + 16b4,

we raise both sides of (53)x1 ≡ 42 to the power 16 = 25−1 to obtain

4216 ≡
(
(53)16

)b0 (mod 97).

A direct computation shows that

4216 ≡ 96 (mod 97) and (53)16 ≡ 96 (mod 97).

17



Since 96 ≡ −1 (mod 97) and the subgroup generated by (53)16 has order 2, it follows

immediately that b0 = 1.

Next, to determine b1, we consider

1 ≡
(
(53)16

)b1 (mod 97).

Solving this congruence yields b1 = 0.

Proceeding in the same manner, we obtain b2 = 1, b3 = 1, and b4 = 0. Hence,

x1 = b0 + 2b1 + 4b2 + 8b3 + 16b4 = 1 + 4 + 8 = 13.

Indeed, (53)13 ≡ 42 (mod 97).

For x2, note that 532 generates a subgroup of order 3. In particular, determining x2

requires checking at most three possibilities. By direct computation, we find x2 = 2.

Finally, applying the extended Euclidean algorithm, we obtain integers u, v such that

u · 3 + v · 32 = 1, for instance u = 11, v = −1.

Therefore,

x ≡ u · 3 · x1 + v · 32 · x2 = 11 · 3 · 13− 32 · 2 ≡ 77 (mod 96).

18



Thus, we have reduced the DLP above to discrete logarithm problems in smaller sub-

groups, which can often be solved more efficiently. The key assumption, however, is that

the order of the group is known and admits a useful factorization. In many practical set-

tings, the group is chosen to have (nearly) prime order, so the method described above

offers little or no advantage.

2.3 Baby Steps, Giant Steps

The reduction method discussed above exploits the fact that the order of the group is com-

posite, allowing for a nontrivial factorization and a corresponding decomposition of the

discrete logarithm problem into smaller instances. However, when the group has prime

order, such reductions offer no advantage. In this setting, one must instead rely on generic

algorithms whose complexity depends essentially on the size of the group. A classical

example of such an algorithm is the Baby-Step Giant-Step method.

Let G = ⟨g⟩ be a cyclic group of order t, and consider the discrete logarithm problem

gx = y.

Set s = ⌈
√
t⌉. Since 0 ≤ x ≤ t− 1, we may write

x = a0 + a1s,

where 0 ≤ a0 < s and 0 ≤ a1 < s.

19



Our goal is therefore reduced to determining the integers a0 and a1.

The baby steps consist of computing and storing the list

1, g, g2, . . . , gs−1.

The giant steps consist of computing the elements

y, yg−s, yg−2s, . . . , yg−(s−1)s.

If x = a0 + a1s, then

gx = ga0+a1s = ga0(gs)a1 .

Since gx = y, we obtain

ga0 = yg−a1s.

Thus, there must exist indices p and q such that

gp = yg−qs,

with 0 ≤ p, q < s. Comparing exponents, we conclude

x ≡ p+ qs (mod t).
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Therefore, once a collision between the baby-step and giant-step lists is found, the

discrete logarithm x can be recovered as x = p+ qs (mod t).

Normally, one first computes the baby-step list, namely

g, g2, . . . , gs−1,

which can be done in s − 1 group operations. Next, to begin the giant-step phase, one

performs two additional operations to form yg−s. Each time a new giant-step element is

computed, we simply look it up (and compare) against the precomputed baby-step list,

stopping as soon as a match is found. On average, this occurs after checking about half of

the giant-step list.

One may wonder whether a collision can be found efficiently. The answer is affirmative.

Since we have assumed that the elements of the group can be labeled and sorted, we may

first sort the baby-step list. In practice, a more efficient approach is to store the baby-step

values in a dictionary (or hash table). After constructing this data structure, each lookup

corresponding to a giant step can be performed in expected time O(1). Building the dic-

tionary requires O(m) time, and we perform at most m lookups. Hence, the total running

time to detect a collision is O(m), which is considered highly efficient in comparison with

the naive O(m2) approach.
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2.4 The Index-Calculus Method

The exponential algorithms we discussed in 2.2 and in 2.3 have runtimes on the order of

the square root of the group order. However, in some specific groups, we have additional

information that could be useful for DL computations. Specifically, this requires the con-

cept of smooth numbers, which we will introduce shortly. When smooth representatives of

group elements can often be found efficiently, it may be possible to use a subexponential

algorithm to perform DLs known as the index-calculus method.

Definition 2.1. A positive integer is called B-smooth if all of its prime factors are less than

or equal to the chosen bound B.

For example, let B = 10. Then

25 = 5× 5

is B-smooth, since every prime factor of 25 is less than or equal to B. On the other hand,

26 = 13× 2

is not B-smooth, since it has a prime factor, namely 13, that is greater than B.

Now, we discuss the index calculus method.
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Let p = 2q+1, where q is a prime. Let F⋆
p be the multiplicative group of the finite field

Fp, and let g be a primitive root modulo p. Thus, g has order p − 1. Given p, g, and y, the

discrete logarithm problem in F⋆
p is to solve the equation

gx = y. (2.2)

Since ḡ has order p− 1, the map

φg : Z/(p− 1)Z ∼−→ (Z/pZ)× ,

x̄ 7−→ gx

is a group isomorphism. Its inverse is the map

Lg : (Z/pZ)× 7→ Z/(p− 1)Z,

ȳ 7−→ x̄,

where x is determined modulo p− 1 by the congruence

y ≡ gx (mod p).

We first choose a smoothness bound B. This bound determines the factor base

B = {p1, p2, . . . , pk},
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where the pi are the primes less than or equal to B. If B is too small, then the factor base B

is also small, which makes the linear algebra part easier. However, it becomes much harder

to find relations, since B-smooth numbers may be rare. On the other hand, if B is too large,

then finding relations becomes easier because there are more B-smooth numbers, but the

factor base becomes larger. This means that we need more relations, and the linear algebra

becomes more expensive.

In the asymptotic analysis of the index calculus method described in [?, Section 3.3], a

common rough choice for B is

B ≈ exp

(
1√
2

√
log p log log p

)
.

There are two main stages in the index calculus algorithm. The first stage is to gather

approximately ℓ = B
ln(B)

relations with respect to the chosen bound B. We choose random

integers s in the range 1 ≤ s ≤ p − 2 until we find enough cases where gs (mod p) is

B-smooth. For each such value of s, we can write

gs ≡ ps11 ps22 · · · pskk (mod p).

Equivalently,

si ≡ s1,iLg(p1) + s2,iLg(p2) + · · ·+ sk,iLg(pk) (mod p− 1).
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After collecting enough independent relations, we can use ”linear algebra” to solve for the

unknowns

Lg(p1),Lg(p2), . . . ,Lg(pk)

and here is how we proceed. We can write the relations in matrix form as



s1,1 s1,2 · · · s1,k

s2,1 s2,2 · · · s2,k

...
... . . . ...

sℓ,1 sℓ,2 · · · sℓ,k





Lg(p1)

Lg(p2)

...

Lg(pk)


=



s1

s2

...

sℓ


(mod 2q).

By the Chinese Remainder Theorem, the group Z/(2q)Z is isomorphic to the group Z/2Z×

Z/qZ. Therefore, we can solve the above system of equations seperately modulo 2 and

modulo q. The values of Lg(pi) modulo 2 can be computed directly from the rules:

Lg(pi) ≡


0 (mod 2), if pqi ≡ 1 (mod p),

1 (mod 2), if pqi ≡ −1 (mod p).

The system of equations modulo q can be solved using Gaussian elimination since q is

prime and so Z/qZ is a field. Now, we rescontruct the values of Lg(pi) modulo 2q using

the Chinese Remainder Theorem. Suppose that

Lg(pi) ≡ ai (mod 2) and Lg(pi) ≡ bi (mod q).
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Then,

Lg(pi) ≡ ai + bi (mod 2q).

This precomputation step addresses the hardest part of the problem.

Once these values Lg(pi), 1 ≤ i ≤ k, are computed, we then try to express a multiple

of y in terms of the factor base. More precisely, we choose a random integer S until

gSy ≡ pr11 pr22 · · · prkk (mod p)

is B-smooth. Applying Lg to both sides,

S + x ≡ r1Lg(p1) + r2Lg(p2) + · · ·+ rkLg(pk) (mod p− 1).

Therefore,

x ≡ r1Lg(p1) + r2Lg(p2) + · · ·+ rkLg(pk)− S (mod p− 1),

where the values Lg(pi) were computed in the previous step.
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CHAPTER 3

DIFFIE-HELLMAN PERMUTATIONS

3.1 What Are Diffie-Hellman Permutations?

Let p ≥ 7 be prime, and let

X := {1, 2, . . . , p− 1}

be the set of exponents. Let gp denote the least positive primitive root modulo p; that is, gp

is the smallest positive integer less than p such that

⟨gp + pZ⟩ = (Z/pZ)×.

We identify X with both the ring Z/(p−1)Z and the multiplicative group (Z/pZ)× via the

natural bijections

x 7−→ x+ (p− 1)Z and x 7−→ x+ pZ,

respectively. We use ⋆ and · to denote the binary operations on X that correspond to the ad-

dition and multiplication in Z/(p−1)Z. Moreover, we use ∗ to denote the binary operation

on X that corresponds to the multiplication in (Z/pZ)×. Thus, for x, y ∈ X ,

x ⋆ y := rem(x+ y, p− 1), x · y := rem(xy, p− 1),
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and

x ∗ y := rem(xy, p),

where rem( · , n) denotes the modified remainder of divison by n as in (1.2).

We denote by τp the permutation of X defined by

τp(x) := rem(gxp , p) (3.1)

for all x ∈ X and we call τp the key DH permutation.

For example,

τ7 = (1, 3, 6), τ11 = (1, 2, 4, 5, 10)(6, 9),

and

τ13 = (1, 2, 4, 3, 8, 9, 5, 6, 12)(7, 11).

It is clear that for a given prime p and an integer 1 ≤ y ≤ p− 1, solving the equation

τp(x) = y

is equivalent to finding the discrete logarithm of y with respect to the base gp modulo p.

Remark 3.1. Given a prime p, we denote by L(p) the length of the longest cycle in τp.

Further, we define

λ(p) :=
L(p)

p− 1
.
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Our experiments found that 33 primes in the range 101 ≤ p ≤ 10009 satisfy λ(p) ≤ 0.3.

This represents approximately 2.74% of all primes in this range. Of these 33 primes, only

one, p = 347, is a safe prime; that is, p = 2q + 1 for some prime q. For such primes,

the Diffie–Hellman key exchange protocol discussed in Section 2.1 may be vulnerable to a

cycle attack, in which an eavesdropper raises the permutation to the power L(p) to recover

the secret exponent x.

The set X is equipped with the group action of the group Affp−1 := Aff(Z/(p− 1)Z),

where an element in Affp−1 is an affine map of the form

fa,b(x) := ax+ b (mod p− 1)

where a, b ∈ Z/(p− 1)Z, gcd(a, p− 1) = 1 and the residue 0 mod (p− 1) is represented

by p − 1. Moreover, we also have another group action coming from the cyclic group

Zp−1 =< µgp >, where

µgp(x) := gp ∗ x. (3.2)

The action of Affp−1 on X induces a homomorphism

Φ: Affp−1 −→ SX ,

fa,b 7−→ Φ(fa,b) : x 7→ fa,b(x) = ax+ b (mod p− 1), ∀x ∈ X.
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We show that Φ is injective by determining its kernel. Suppose that fa,b ∈ ker(Φ). Then

fa,b acts as the identity on X , so

fa,b(x) = ax+ b ≡ x (mod p− 1) for every x ∈ X.

Taking x = 0, where 0 is represented by p− 1 in X , gives

fa,b(0) = b ≡ 0 (mod p− 1).

Thus, b = 0 in Z/(p− 1)Z. The previous congruence therefore reduces to

fa,0(x) = ax ≡ x (mod p− 1) for every x ∈ X.

Taking x = 1 gives a ≡ 1 (mod p− 1), and hence a = 1 in Z/(p− 1)Z. Therefore,

ker(Φ) = {f1,0}.

It follows that Φ is injective, so the action of Affp−1 on X is faithful. Similarly, the action

of Zp−1 on X induces a homomorphism

Ψ : Zp−1 −→ SX ,

µk
gp 7−→ Ψ(µk

gp) : x 7→ µk
gp(x), ∀x ∈ X.
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We show that

ker(Ψ) = {idX}

Trivially,

{idX} ⊆ ker(Ψ).

For the reverse inclusion, suppose µk
gp ∈ ker(Ψ). Then µk

gp acts as the identity on X . Since

gp is a primitive root modulo p, it has order p− 1. Therefore,

k ≡ 0 (mod p− 1),

which implies that

µk
gp = µ0

gp = idX .

Hence,

ker(Ψ) = {idX},

and consequently, Ψ is injective and the action of Zp−1 on X is faithful. Therefore, we

may safely identify Affp-1 and Zp−1 with their images under Φ and Ψ, respectively. It

is reasonable to consider a subgroup Rp ≤ SX generated by elements of Affp−1 and the

permutation µgp . Due to the following theorem, we will not need a special notation for the

subgroup Rp.

Theorem 3.2. Let p ≥ 7 be a prime number. Then the cycle µgp and elements of Affp−1

generate the symmetric group Sp−1.
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We will need the following lemma and theorem to prove Theorem 3.2:

Lemma 3.3. Let p ≥ 7 be a prime number,

ρ := (1, 2, · · · , p− 1)

and µ2 is the permutation in Sp−1 defined by the formula

µ2(x) := 2 ∗ x.

Then,

µ2 ◦ ρ ◦ µ−1
2 = (1, 2) ◦ ρ2. (3.3)

Proof. Since p is an odd prime, we can write

p = 2q + 1

for some q ∈ Z≥1. A direct computation shows that

µ2 =

1 2 · · · q − 1 q q + 1 q + 2 · · · 2q

2 4 · · · 2q − 2 2q 1 3 · · · 2q − 1

 .

Thus,

µ2 ◦ ρ ◦ µ−1
2 =

1 2 · · · 2q − 2 2q − 1 2q

3 4 · · · 2q 2 1

 .
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Further,

ρ2 = (1, 3, · · · , 2q − 1)(2, 4, · · · , 2q − 2, 2q).

Therefore, we have

(1, 2) ◦ ρ2 = (1, 3, · · · , 2q − 1, 2, 4, · · · , 2q − 1, 2q).

Hence, the identity (3.3) holds.

The following classical results can be found in [4, Chapter 4]. We provide our own

proof.

Lemma 3.4. Sd is generated by (1, 2), (2, 3), · · · , (d− 1, d).

Proof. Let G be the subgroup of Sd generated by

(1, 2), (2, 3), . . . , (d− 1, d).

Clearly, G ⊆ Sd. We show the reverse inclusion. Let π ∈ Sd be arbitrary and write π as a

product of disjoint cycles. Each cycle can be written as a product of transpositions:

(i1, i2, . . . , ik) = (i1, i2)(i2, i3) · · · (ik−1, ik).

Thus, π can be written as a product of transpositions.
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Now consider a transposition (i, j), where 1 ≤ i < j ≤ d. We have

(i, j) = (i, i+ 1)(i+ 1, i+ 2) · · · (j − 2, j − 1)(j − 1, j)

· (j − 2, j − 1) · · · (i+ 1, i+ 2)(i, i+ 1).

Every transposition on the right-hand side is one of the generators of G. Therefore, (i, j) ∈

G and π is a product of transpositions; it follows that π ∈ G.

Since π ∈ Sd was arbitrary, we conclude that Sd ⊆ G. Therefore, G = Sd.

We are now ready to prove Theorem 3.2.

Proof of Theorem 3.2. From a simple observation, we see that

µx1 ◦ µx2 = µx1∗x2 , x1, x2 ∈ X. (3.4)

Since gp is a primitive root modulo p, there exists a unique integer 0 < t ≤ p− 2 such that

gtp ≡ 2 (mod p).

Combining this with the identity (3.4), we obtain

µt
gp = µ2.
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Thus, µ2 ∈ Rp. Furthermore, ρ = f1,1 ∈ Affp-1 ⊂ Rp. Hence,

(1, 2) = µ2 ◦ ρ ◦ µ−1
2 ◦ ρ−2 ∈ Rp.

Notice that,

(i, i+ 1) = ρk ◦ (1, 2) ◦ ρ−k, where k = |i− 1|.

Due to lemma 3.4, it follows that ⟨µgp , ρ⟩ = Sp−1.

We now give a formal definition of Diffie-Hellman permutations.

Definition 3.5. Let p ≥ 7 be prime, τp be the key DH permutation defined in (3.1), and Rp

be the subgroup of Sp−1 generated by elements of the groups Affp−1 and Zp−1 := ⟨µgp⟩.

Furthermore, let L and R be non-empty subsets of Rp. Then, the elements of the set

{a ◦ τp ◦ b | a ∈ L, b ∈ R}

are called Diffie-Hellman permutations (or DH permutations).

For example, take

L := {σc | 1 ≤ c ≤ p− 1}, R := {δu | 1 ≤ u ≤ p− 1, gcd(u, p− 1) = 1}, (3.5)

where

σc(x) := x ⋆ c, δu(x) := u · x, x ∈ X := {1, 2, . . . , p− 1}. (3.6)
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By using the sets L and R defined above (3.5), we can construct the family of DH permu-

tations as follows:

{σc ◦ τp ◦ δu | 1 ≤ c ≤ p− 1, 1 ≤ u ≤ p− 1, gcd(u, p− 1) = 1}. (3.7)

Since gp+pZ is a generator of the cyclic group (Z/pZ)×, the set of generators of (Z/pZ)×

is given by

{gup + pZ | 1 ≤ u ≤ p− 2, gcd(u, p− 1) = 1}.

Therefore, the set of DH permutations in (3.7) is precisely the set

{τp,b,c | b is a primitive root modulo p, 1 ≤ c ≤ p− 1},

where

τp,b,c(x) := y

and y is a unique integer satisfying 1 ≤ y ≤ p− 1 and

y ≡ rem(bx, p) + c (mod p− 1).

3.2 Unlocking Permutations

The following corollary is an immediate consequence of Theorem 3.2 and perhaps a ”sim-

ple solution” to the DLP for the multiplicative group (Z/pZ)× :
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Corollary 3.6. Let p ≥ 7 be a prime, τp be the key DH permutation, ρ := (1, 2, . . . , p −

1) and µgp be the permutation defined in (3.2). Then there exists a unique permutation

hunlock ∈< ρ, µgp > such that

hunlock ◦ τp = idX .

We call the permutation hunlock the perfect unlocking permutation. Based on our ex-

periements, we conjecture that finding hunlock in practice is extremely difficult.

When looking for a more practical unlocking (or rectifying) permutation h ∈ Rp, we

consider the following three standards:

• The permutation h ◦ τp has a relatively large number of fixed points.

• The cycle type of the permutation h ◦ τp is relatively long.

• The longest cycle of the permutation h ◦ τp is relatively short.

If h ∈ Rp satisfies one of the above three standards, we call h an unlocking permutation.

For a fixed prime p, we introduce the following three success functions εfp, εlct, and

εllc :

εfp, εlct, εllc : Rp 7→ Z≥0

εfp(h) := #{x ∈ X | h ◦ τp(x) = x}, (3.8)

εlct(h) := number of cycles of the cycle type of h ◦ τp, (3.9)

εllc(h) := length of the longest cycle of h ◦ τp. (3.10)
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We have been exploring various families of permutations and determining specific subsets

for which the success functions εfp and εlct have relatively large values, while εllc has

relatively small values. So far, only one of our experiments has shown a clear pattern. We

describe this experiment below.

Fix a safe prime p ≥ 7, and let ε be one of the success functions defined above. In this

section, we take ε := εfp. For j, k ∈ {1, . . . , p− 1}, define

hj,k := ρj ◦ µ2 ◦ ρk ◦ τp,

where ρ and µ2 are defined as in Lemma 3.3. Our goal is to identify the pairs (j, k) for

which ε(hj,k) is as large as possible.

Our numerical experiments with the first 30 safe primes satisfying p ≥ 7 show an

interesting pattern. As shown in Figure 3.1, the normalized pairs

(
j

p− 1
,

k

p− 1

)

that maximize ε(hj,k) appear to lie along diagonal lines.

The observed diagonal lines can be described by congruences of the form

j + 2k ≡ c (mod p− 1).
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Figure 3.1: Normalized maximizing pairs
(

j
p−1

, k
p−1

)
obtained for the first 30 safe primes

satisfying p ≥ 7.

For each fixed prime p, let Cp denote the set of residue classes c arising from the maxi-

mizing pairs. For some values of p, the set Cp contains only one residue class, whereas for

others it contains several. Our experiments suggest that the number of such residue classes

is relatively small.

Although these pairs maximize ε(hj,k), the resulting values are still relatively small

compared with p. If

Mp := max
1≤j,k≤p−1

ε(hj,k), (3.11)

then the largest observed value of

Mp

p− 1
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among the primes considered was 7
382

≈ 0.0183.
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CHAPTER 4

AN AUTHENTICATION PROTOCOL BASED ON DH PERMUTATIONS

We now present a new authentication protocol based on the DH permutations introduced in

Chapter 3 and provide evidence supporting its security.

Alice and Bob agree on a prime p and a primitive root b modulo p. For example, take

b := gp. Alice then calculates the following integers:

rx := rem(bx, p), c := rem(x− rx, p− 1).

Alice keeps x secret and publishes the triple

(p, b, c).

When it is time, Alice sends an important message to Bob. However, Bob does not know

whether the message was sent by Alice or by an imposter, say, Eve. To verify the authen-

ticity of the message, Alice sends Bob the integer x (if Alice uses a public channel, she can

send x in an encrypted form). Bob then calculates the integer rx := rem(bx, p) and checks

whether the following congruence holds:

rx ≡ x− c (mod p− 1). (4.1)

For a prime p and a primitive root b modulo p, define
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Cp,b(x) := c, x ∈ {1, . . . , p− 1},

where

c := rem(x− rx, p− 1) .

The security of this protocol relies on the assumption that the function Cp,b is pre-image

resistant.

If Eve intercepts the message and attempts to impersonate Alice, she must find an ex-

ponent x′ such that

rx′ ≡ x′ − c (mod p− 1). (4.2)

Equivalently, she must solve

rem(bx
′
, p) ≡ x′ − c (mod p− 1). (4.3)

We believe that neither the method for reducing the DLP discussed in Section 2.2 nor the

index calculus method discussed in Section 2.4 helps Eve here, because the right-hand side

of the congruence in (4.3) is unknown: it depends on the unknown exponent x′ itself. We

have also been exploring whether quantum algorithms, such as Shor’s algorithm [6], can be

used to solve (4.3). So far, we believe that the answer is no. This is because all the methods

that we investigated are suitable for solving the congruence

bx ≡ y (mod p),
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where the prime p, the primitive root b modulo p and the integer y are given. In our authen-

tication protocol, the integer y is c, which is defined by

c = rem(x− rx, p− 1),

where x is unknown and so rx is unknown as well.

For a prime p, we set

ν(p) := max({nfp(ρc ◦ τp) | 1 ≤ c ≤ p− 1}), (4.4)

where nfp(h) denotes the number of fixed points of a permutation h.

Therefore, if Eve chooses an integer x′ uniformly at random from {1, 2, . . . , p− 1} and

sets

rx′ := rem(bx
′
, p),

then the probability that

rx′ ≡ x′ − c (mod p− 1)

is at most

ν(p)

p− 1
.

Figures 4.2 and 4.3 plot 100ν(p)
p−1

on the vertical axis against p on the horizontal axis.

Figure 4.2 uses 10,000 primes in the range 55,001 ≤ p ≤ 171,049, whereas Figure 4.3 uses

6,000 safe primes in the range 74,027 ≤ p ≤ 1,629,899.
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Figure 4.2: Values of 100ν(p)
p−1

for 10,000 primes in the range 55,001 ≤ p ≤ 171,049.

Figure 4.3: Values of 100ν(p)
p−1

for 6,000 safe primes in the range 74,027 ≤ p ≤ 1,629,899.
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Those figures motivate the following theorem:

Theorem 4.1. Let p ≥ 7 be a prime integer. Then

#ν(p) ≤ (p− 1)1/2 + (p− 1)1/4 +
1

2
.

Before proving Theorem 4.1, we need to introduce some preliminary definitions and

results.

Definition 4.2 (Cilleruelo [11, Section 1]). A Sidon set is a subset of a semigroup G having

the property that all sums of two elements are distinct. Equivalently, if a, b, c, d ∈ G and

a− b = c− d, then {a, b} = {c, d}.

Corollary 4.3 (Cilleruelo [11, Section 2, Corollary 2]). Let F ⊆ {1, . . . , n} be a Sidon set.

Then

#F ≤ n1/2 + n1/4 +
1

2
.

Proof. See [11, Section 2, Corollary 2].

Proof of Theorem 4.1. Let p be prime. Let b be a primitive root modulo p, and fix c ∈

{1, 2, . . . , p− 1}. Define

Ac := {x ∈ X | rx ≡ x− c (mod p− 1)} , (4.5)

and

Sp,b,c :=
{
r ∈ {1, 2, . . . , p− 1}

∣∣ br+c ≡ r (mod p)
}
.
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By definition, Ac is precisely the set of fixed points of ρc ◦ τp.

We first establish a bijection between Ac and Sp,b,c. Consider the map

ϕ : Ac −→ Sp,b,c,

x 7−→ rx := rem(bx, p).

To see that ϕ is well-defined, let x ∈ Ac. By the definition of Ac,

rx ≡ x− c (mod p− 1).

Therefore,

brx+c ≡ bx ≡ rx (mod p),

so rx ∈ Sp,b,c.

We next prove that ϕ is injective. Suppose that x1, x2 ∈ Ac and ϕ(x1) = ϕ(x2). Then

rx1 = rx2 , and hence

bx1 ≡ bx2 (mod p).

Because b has order p− 1 modulo p, it follows that

x1 ≡ x2 (mod p− 1).

Since x1 and x2 are both in {1, 2, . . . , p− 1}, we conclude that x1 = x2.
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To prove surjectivity, let r ∈ Sp, b, c. Then

gr+c
p ≡ r (mod p).

Since b is a primitive root modulo p, there exists x ∈ X such that

bx ≡ r (mod p).

Thus, rx = r. Moreover,

br+c ≡ bx (mod p),

and therefore

r + c ≡ x (mod p− 1).

Consequently,

rx = r ≡ x− c (mod p− 1),

which shows that x ∈ Ac and ϕ(x) = r. Hence, ϕ is surjective. Therefore, ϕ is bijective

and

#Ac = #Sp, b, c.

We now show that Sp, b, c is a Sidon set. Let r1, r2 ∈ Sp, b, c with r1 < r2, and set

d := r2 − r1.
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Since r1, r2 ∈ Sp, b, c, we have

bd = b(r2+c)−(r1+c)

≡ r2r
−1
1 (mod p).

Multiplying through by r1 gives

bdr1 ≡ r2 (mod p).

Since r1 = r2 − d, this becomes

bd(r2 − d) ≡ r2 (mod p),

and hence

r2(b
d − 1) ≡ bdd (mod p).

Because 1 ≤ d ≤ p− 2 and b has order p− 1 modulo p,

bd ̸≡ 1 (mod p).

Therefore, bd − 1 is invertible modulo p, and

r2 ≡ bdd
(
bd − 1

)−1
(mod p).
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Thus, d uniquely determines r2 in {1, 2, . . . , p − 1}, and it then uniquely determines r1 =

r2 − d.

Consequently, if r3, r4 ∈ Sp, b, c, with r3 < r4, satisfy

r2 − r1 = r4 − r3,

then r2 = r4 and r1 = r3. Hence, every positive difference of two elements of Sp, b, c is

distinct, so Sp, b, c is a Sidon set.

Applying Corollary 4.3, we obtain

#Sp, b, c ≤ (p− 1)1/2 + (p− 1)1/4 +
1

2
.

Corollary 4.4.

lim
p→∞
p prime

ν(p)

p− 1
= 0.

Proof. From Theorem 4.1, we have

#Sp, gp, c ≤ (p− 1)1/2 + (p− 1)1/4 +
1

2
.
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This bound is independent of c. Therefore, by the definition of ν(p),

0 ≤ ν(p)

p− 1
≤

(p− 1)1/2 + (p− 1)1/4 + 1
2

p− 1

= (p− 1)−1/2 + (p− 1)−3/4 +
1

2(p− 1)
.

The right-hand side tends to 0 as p → ∞. Thus,

lim
p→∞
p prime

ν(p)

p− 1
= 0.

By Theorem 4.1, if Eve chooses an exponent x uniformly at random from X , then

Pr(x ∈ Ac) =
#Sp, gp, c

p− 1
≤

(p− 1)1/2 + (p− 1)1/4 + 1
2

p− 1
. (4.6)

To investigate how closely the theoretical bound in (4.6) reflects the actual values of ν(p),

we computed the values of ν(p) for the first 20,000 primes 11 ≤ p ≤ 224,771 and produced

Figure 4.4.

The numerical results suggest that the theoretical upper bound in (4.6) is far from sharp.

As we have seen in Figure 4.4 above, the values of ν(p) is at most 12 for primes 11 ≤ p ≤

224,771, while the theoretical upper bound grows on the order of p
1
2 . Hence, this suggests

there may be a substantially sharper upper bound for ν(p).
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Figure 4.4: Values of ν(p) for primes 11 ≤ p ≤ 224,771.
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CHAPTER 5

CONCLUSION

Recall that for a prime p ≥ 7, the set of DH permutations is defined as

{a ◦ τp ◦ b | a ∈ L, b ∈ R},

where L and R are subsets of Rp, and τp is the key DH permutation.

We proved that for every prime p ≥ 7,

Rp = ⟨µgp , ρ⟩ = Sp−1,

where µgp and ρ are defined in Chapter 3. This result implies that the unlocking permutation

h we seek can be expressed as a composition of µgp and ρ. Moreover, both ρ and µgp are

relatively easy to compute.

We also conducted several computational experiments, one of which revealed a clear

pattern. In particular, we plotted the normalized pairs

(
j

p− 1
,

k

p− 1

)

for which

ε
(
ρj ◦ µ2 ◦ ρk ◦ τp

)
= Mp.
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The resulting points appear to lie along diagonal lines. Although Mp is the maximum value

attained, it remains small relative to p− 1.

We also proposed an authentication protocol based on the following family of DH per-

mutations for a given prime p ≥ 7:

{ρc ◦ τp | 1 ≤ c ≤ p− 1} .

We proved that for all primes p ≥ 7,

#ν(p) ≤ (p− 1)1/2 + (p− 1)1/4 +
1

2
.

As a result,

ν(p)

p− 1
−→ 0

as p → ∞ through prime values. Consequently, for every fixed c, the probability that an

adversary succeeds by choosing an exponent uniformly at random is at most

ν(p)

p− 1
,

which tends to 0 as p → ∞ through prime values. Our numerical experiments also suggest

that a sharper upper bound on ν(p) may hold.
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We further investigated whether standard methods for solving the DLP, including re-

duction techniques, the index calculus method, and Shor’s algorithm, could be applied to

the fixed-point equation arising in our authentication protocol. Although these methods are

effective for the ordinary DLP, our investigation did not reveal a direct way to apply them

in this setting.

Overall, our computational and theoretical results provide a stepping stone for further

study of the straightening of DH permutations. The observed diagonal patterns and the gap

between our theoretical upper bound and the numerical results suggest several directions for

future research. In particular, it would be interesting to prove the existence of the diagonal

pattern, obtain a sharper upper bound on ν(p), and analyze the security of the authentication

protocol against attacks beyond uniform random guessing. These questions demonstrate

the potential of applications of DH permutations and deserve further investigation.
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