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Passive Infrared (PIR) Sensors

* COTS component commonly deployed in security and energy management applications
* PIR sensors detect the change 1n IR 1n its FoV
* Voltage output affected by ambient conditions

* Existing drawbacks include the inability to detect stationary occupants
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Fig. 1. {a). Human movement and the sensor outputl. {b). Multilayer
Fresnel curtain lens ils geometric coverage pattern.

H. Gami. (2017). Panasonic AMN24112 Analog PIR Sensor



Heart Based Authentication & Identification

* Numerous techniques for authentication and 1dentification based on heart signals
* Every individual has a unique heartbeat
* Based on size and shape of heart, opening and closing of valves

* QRS complex of ECG provides uniqueness in identification methods
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Related Work

* Stationary Human Detection with PIR Sensors
* Optical shutter
* MI-PIR

» Biometric Authentication
* Wearable device authentication based on activity
* Finger nail plate authentication
« ECG authentication and identification
* Cardiac Scan
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Figure 1: A novel continuous authentication method using

cardiac motion captured by a non-contact radar.

F. Lin, C. Song, Y. Zhuang, W. Xu, C. Li, and K. Ren. (2017).
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CM-PIR flowchart for stationary presence and biometric authentication (orange).



Chest Motion Monitoring via PIR

» “Resting heart rate estimation using PIR sensors”
* 10 Hz sampling rate, | m data collection
* Subjects remain motionless during collection
» Extracted heart rate signal from a PIR sensor with an acceleration filter
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PIR Sensor

H. Kapu, K. Saraswat, Y. Ozturk, A. Cetin. (2017).
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Data Pre-Processing

* Optimal window size selection of 90 seconds
* Threshold of 1.5 V to 3.5 V to ensure collected motion 1s due to chest motion only

e Feature calculations
« FFT
 DWT
* Acceleration filter

* Biometric authentication
* Concatenation of calculated features
* min_max normalization of features
* PCA to reduce dimensionality
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Table 1. Data distribution and labels for each scenario with pre-processing and a 90 second window size.
Data Collected Data Used Real Labels Location
Category (Samples) (Samples) (Integer Labels)

Stationary Detection No Presence (0) A-D
il A= NS =~
Biometric No Presence (0)
Authentication -- Subject A (1)
Adversaries (2)

Individual Subject No Presence (0)
Distribution Subject A (1)
Subject B (2)
Subject C (3)
Subject D (4)
Subject E (5)
Subject F (6)
Subject G (7)
Subject H (8)
Subject | (9)
Subject J (10)
Subject K (11)
Subject L (12)
Subject M (13)
Subject N (14)
Subject O (15)
Subject P (16)
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Deep Learning

RNN de ep le amln g mo del prop O S e d Feature set of 900 (Stationary Detection)

Feature set of 5 (Biometric Authentication)

LSTMs added for vanishing gradient 1ssue

LSTM: 128 Dimensions, Activation: ReLu

Dropout layers to help with overfitting
BUilt With Keras LSTM: 128 Dimensions, Activation: ReLu

125 epochs used Dropout 0.1

Dense: 16 Ditnensions, Activation: ReLu

291 samples for training and 63 samples for testing

Dense: 16 Dimensions. Activation: Softmax

Output: No Presence or Presence (Stationary Detection)
No Presence, Correct Subject, Adversary (Biometric Authenrication)

RNN architecture for stationary human presence
detection and biometric authentication



Results: Stationary Detection

Confusion matrix, without normalization
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Predicted label

* Absolute value of FFT (signal power) as input
* 94% accuracy

True label

ek e [ Tiseor [supr
v [ow [os[ow [ o

Normalized confusion matrix
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Precision, Recall, F1 Score, and Accuracy
for stationary human presence.

True label

A *
Predicted label

Confusion matrix for stationary
human presence classification.



Results: Biometric Authentication Confusion matrix. without normaiization

* Concatenated PCA feature input

True label

* 75% accuracy

Predicted label

NMormalized confusion matrix
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Precision, Recall, F1 Score, and Accuracy for
biometric authentication.

True label

Predicted label

Confusion matrix for biometric authentication
classification.



Discussion: Stationary Detection

* Signal power of the chest motion proved an accurate indicator of human presence
* Multiple locations 1n dataset provided various ambient environments to learn from
* Simple design for stationary human presence detection

* Centralized location would increase accuracy
* Current dataset 1s more robust

“ Motion-Induced Occupancy — ANN
[7] Optical Shutter Presence - Voltage 100%

“ Optical Shutter Presence - Voltage 100%
2 3 04 05 06 07 08 9
FFT of an unoccupied scenario (red) versus four different

Stationary human presence detection comparison with existing proposed solutions. occupied scenarios (blue).




Discussion: Biometric Authentication

Simple, passive, unobtrusive method for biometric authentication
PCA helped with overfitting due to limited dataset

Learning between individuals and various ambient conditions

Increasing data collection would initially enhance accuracy

Proposed Solution Subjects - Locations

CM-PIR PIR

Biometric authentication comparison between existing literature and CM-PIR.
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Modeled heartbeat of an unoccupied scenario (red),
the verified user (blue), and the adversaries (green).
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